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Abstract: Microservice architectures have allowed organizations to build scalable and independently 

deployable software systems as a result of their rapid adoption. The ongoing development of services brings 

about schema drift, whereby modifications in data formatting, API contracts, and service interfaces cause 

compatibility issues between interdependent elements. The current methods primarily revolve around the 

reactive validation and failure detection, and have little ability to predict the possibility of contract evolution 

risks. The study presents a robust model of schema drift detection and control in changing contracts of 

microservice predictive control based on machine learning. The secondary data composed of 10,000 records of 

microservice contract evolutions is processed by using data analytics and machine learning with Python. 

Preprocessing data, feature engineering, and exploratory analysis are conducted to determine key factors of 

schema drift. The algorithm of Random Forest and Gradient Boosting are used in order to categorize the risks of 

schema drift as low-risk, medium-risk, and high-risk. The experimental assessment shows that the accuracy and 

F1-score of the Random Forest are better, with 91.40% and 91.31%, respectively, which is better than that of the 

Gradient Boosting. The analysis of feature importance demonstrates that the failure count, compatibility status, 

and version difference are significant factors causing the occurrence of schema drift. The framework offered is a 

proactive solution to enhance the success of contracts, minimize compatibility breakdowns, and enable ongoing 

transformation of distributed microservice systems. 

 

Keywords: Schema Drift, Microservices, Contract Evolution, Machine Learning, API Compatibility, Predictive 

Analytics, Service Reliability. 

 

I. INTRODUCTION 

Background 

Fast pace of cloud applications has led to increased 

adoption of microservice systems large software 

systems being broken down into independently 

deployable and scalable services. Microservices 

interoperate via established agreements, such as 

API curriculum, data format and service interfaces, 

to provide dependable information transfer among 

disparate units [1]. Constant development of 

services and frequent deployments, as well as 

development of services independently of 

applications, tend to cause schema drift, in which 

service contracts progressively become inconsistent 

with applications that rely on them. Schema drift 

may go unnoticed until the point of creating 

compatibility errors, misinterpreting the data, 

service failure, and higher complexity to its 

maintenance [2]. The customary contract 

management practices are predominantly based on 

responding to changes and thus offer limited 

forecasting potentials of risks in the future. In order 

to ensure compatibility, reliability and availability 

in dynamic microservice ecosystems, schema 

evolution strategies are needed.  

Problem Statement  

Microservice systems are often prone to schema 

drift as a result of continual updates, deployment as 

a service, and evolve dependencies of services. The 

current contract management methodologies fail to 

identify the inconsistency of the schema at an early 

stage and forecast possible failures [3]. The 

consequence of this limitation is incompatibility of 

services, risks in operation and data discrepancies 

Independent Researcher, USA. 
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and the high maintenance expenses in changing 

distributed architecture. 

Research Motivation 

Microservices are critical to modern industries like 

finance, healthcare, e-commerce, and cloud 

platforms where they need to be constantly 

available and have reliable communication. 

Uncontrolled schema drift may have an adverse 

effect on business processes by making APIs break, 

having transaction errors, and service disruptions 

[4]. Thus, it is necessary to come up with smarter 

mechanisms of detecting and controlling schema 

changes.  

Aim and Objectives 

This study aim is to create a framework of 

identifying; forecasting and addressing schema 

drift in dynamic microservice contracts, to provide 

improved service compatibility, reliability and 

ongoing culture change. 

Objectives 

● To study current methods of evolving 

microservice contracts and determine the issues 

with contract schema drift management. 

● To explore the effects of schema drift on 

compatibility of the service, reliable 

communication and performance of the 

distributed system. 

● To come up with a smart structure which 

combines schema drift detection, automated 

contract validation and risk prediction by 

machine learning. 

● To test the suggested framework based on the 

performance, reliability, and predictive analytics 

performance measures to determine its 

effectiveness. 

Novel Contribution 

➢ The research adds a holistic representation of how 

to manage schema drift across time in changing 

microservice architecture.  

➢ In contrast to the conventional methods which 

predominantly detect compatibility violations once 

the failures have been observed, the suggested 

framework combines the continuous monitoring of 

the schema, the process of automatic contract 

validation, and the computation of risks with the 

help of machine learning.  

➢ The method allows terminating risky schema 

changes at an early stage, enhances the reliability 

of services, minimizes operational failures and 

enables adaptive contract evolution within the 

complex distributed software context. 

II. RELATED WORK 

The development of Microservice Architectures 

and Contract-Based Communication 

 

Fig. 1: Microservice Architectures and 

Contract-Based Communication 

The development of microservice architecture has 

revolutionized the field of software development 

offering independently deployable, scalable and 

decentralized services. Effective interaction of 

distributed services needs to be communicated with 

clear contracts, such as API interfaces, versioning 

schemes, and backward compatibility policies. 

Here, [5] emphasized need of API evolution 

management by using version control and 

preservation of compatibility in order to minimize 

discontinuity as services continuously advance. 

Similarly, [6] highlighted the use of interaction-

oriented software engineering where autonomous 

components need decentralized systems that are 

supported by reliable communication abstractions. 

Moreover, [7] investigated the application of 

microservices by means of blockchain smart 

contracts and proved that the protocol of contract-

based interaction has potential to enhance the trust 

and coordination of the services. The study [8] 

replicated this idea with smart contract 

microcivilization with emphasis on modular and 

autonomous service execution. In the same way, 

[9] introduced a microservice based architecture 

where blockchain technology is incorporated to 

develop dependable distributed applications.  
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The Problems and Effects of Schema Drift on 

Microservice Reliability 

 

Fig. 2: Schema Drift Challenges and Their 

Impact 

Schema drift is one of the major issues facing 

microservice environments because of the common 

data structure changes, the independent deployment 

of services, and the mounting system dependencies. 

The significance of automated schema drift 

detection to DevOps pipelines to detect 

compatibility problems and avoid deployment 

failures was emphasized [10]. According to [11], 

heterogeneous enterprise systems require the 

consistency of data workflows, and that is why 

there is a need to have fault-tolerant data 

workflows. Similarly, [12] talked about self-

healing API ecosystems, which are achieved 

through autonomous integration strategies to 

minimize operational failures due to changed 

interfaces. The study [13] determined data quality 

management as a critical element to credible 

decision-making in multifaceted data setting. On 

the other hand, [14] examined the reliability of 

problems in microservice-based cloud applications 

and due to the criticality of monitoring service 

dependencies and propagation of failures, the 

authors asserted the significance of reliability.  

Automated Contract Testing and Schema 

Evolution Strategies 

 

Fig. 3: Contract Testing and Schema Evolution 

Strategies 

Automated contract testing has become a 

fundamental strategy in ensuring trustworthiness in 

the face of ongoing microservice evolution through 

testing interactions between service providers and 

consumers. Now, [15] introduced the idea of 

machine learning prediction of the success or 

failure of any type of data contract, showing how 

clever methods may be implemented to detect risks 

of non-compatibility prior to the actual 

implementation. Similarly, the study [16] 

emphasized on versioning of API and the backward 

compatibility tool or platform to facilitate 

rearrangement of large-scale microservices without 

causing disruption of services. As per [17], 

performance of digital contracts which highlighted 

formal contract mechanisms as the key to reliable 

automated interactions. According to [18], model-

based testing techniques of smart contracts are 

determined the significance of systematic 

validation methods of complex distributed use 

cases. To enhance software reliability, [19] 

proposed automated integration testing on the basis 
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of logical contracts which enhanced the inherent 

behavioral rules.  

Detection and Predictive Management of Schema 

Drift based on Artificial Intelligence 

 

Fig. 4: Artificial Intelligence-Based Detection 

and Predictive Management of Schema Drift 

The use of artificial intelligence and machine 

learning methods has been attracting growing 

interest to detect changing dynamics, detect 

anomalies, and forecast risk in dynamic software. 

The study [20] recommended a explainable 

artificial intelligence (AI) based method of model 

drift detection in unsupervised settings, showing 

the role of explainable drift detection 

specifications. Similarly, [21] emphasized the 

importance of metadata-based data orchestration to 

operate variations in data environments as well as 

enhance the reliability of automated data 

processing. On the other Hand, [22] surveyed 

concept drift learning techniques and highlighted 

the limitations of changing intelligent models in 

response to the time-varying data distributions. 

Then, [23] proposed a meta-learning-based drift 

detection methodology with the potential to 

enhance the early detection of shifting patterns in 

dynamic patterns. Similarly, [24] presented the 

research on the methods of prediction and 

optimization of self-healing cloud applications and 

demonstrated the possibility of intelligent 

automation of the system to increase the resilience 

of the system. 

Research Gap 

Available literature touches on microservice 

contract management, schema validation, API 

versioning, and automated testing but very little has 

been done on proactive prediction of schema drift 

as well as smart contract evolution. The existing 

methods primarily identify failures when they take 

place instead of predicting compatibility risks. 

Thus, a unified system that integrates machine 

learning prediction with drift detection, automated 

validation is needed. 

III. PROPOSED FRAMEWORK 

 

Fig. 5: Proposed Framework  

The implemented framework outlines an orderly 

framework to identify and control schema drift in 

changing microservice contracts. The framework 

starts with the microservice ecosystem layer, in 

which several services use API and data contracts 

like OpenAPI, JSON Schema, and other interface 

definitions to communicate with each other. 

Contract data ingestion layer collects the version 

histories, dependency relationships, contract 

information, and runtime monitoring data. The 

information gathered is fed into the schema drift 

detection layer where schema comparison, 

classification of change, detection of drift and 

analysis of impact are carried out [25]. Schema 

drifts risk: 

𝑅𝑖𝑠𝑘 = 𝑓(𝑋, 𝜃) 

http://processing.on/


International Journal of Intelligent Systems and Applications in Engineering                    IJISAE, 2024, 12(23s), 4432–4443 |  4436 

where: 

X = schema change characteristics 

θ = model parameters 

The intelligence and risk prediction layer uses 

machine learning-based models, which are the 

Random Forest and Gradient Boosting to determine 

the possibility of compatibility risk due to schema 

changes. Contract management layer entails 

version control, compatibility checking, automated 

validation and remediation measures [26]. Lastly, 

the framework enhances microservice reliability by 

decreasing failures, serving data consistency, and 

facilitates ongoing and secure evolution of services 

via feedback and monitoring systems. 

IV. METHODOLOGY 

Research Design and Data Collection 

The study takes a quantitative experimental 

approach to formulate and test an intelligent system 

of identifying and addressing schema drift in the 

shifting microservice contracts. The paper is based 

on secondary sources that are summarized and 

gathered on the web, as in open-source 

microservice repositories, and API contract 

datasets, software engineering benchmarks, and 

service evolution logs. Microservice contract 

datasets of 10,000 records and 12 attributes 

defining schema evolution events are used as 

secondary data in the study. Columns are version of 

schema, type of change, frequency of API 

modification, number of dependencies, 

compatibility of the change, frequency of failures 

and the degree of drift.  

Preprocessing and engineering of data 

Processing of the collected secondary data is done 

using Python based data analytics libraries such as 

Pandas, NumPy and Scikit-learn. The first step 

involves preprocessing data to enhance the quality 

and suitability of the data to be examined by a 

machine learning model. Inconsistent records, 

missing values as well as duplicate records are 

detected and addressed through relevant data 

cleaning methods [27]. Categorical variables, 

including types of schema changes, API versions, 

and categories of compatibility are encoded into 

numerical values using encoding methods. 

Standardization of numeric attributes like the 

number of schema changes, dependency level, 

service contacts, and failure rates to minimize 

differences between scales of features is done. 

𝑋𝑠𝑐𝑎𝑙𝑒𝑑 =  
𝑋 − 𝜇 

𝜎
 

Where 𝜇 is the mean and 𝜎 is the standard 

deviation 

The feature engineering is carried out to capture 

meaningful features relating to schema drift 

behavior. The attributes chosen are schema change 

frequency, complexity of the contract change, 

number of services it depends on, the pattern of 

API usage, version discrepancy and the number of 

times it has failed historically. The assessment and 

analysis of correlation and the importance of 

features are used to determine the most significant 

inputs to the issue of schema compatibility and 

reliability of the services. Machine learning models 

are input with these engineered features and predict 

the risk of schema drift. 

Schema Drift Prediction with Machine Learning 

The processed data are then analyzed with a series 

of supervised machine learning models coded in 

Python to estimate the likelihood of schema drift in 

microservice contracts. The framework uses 

Random Forest and Gradient Boosting models 

because they have the potential to establish 

complicated connections between schema 

alterations, service relationships, and compatibility 

breakdowns [28]. Random Forest predictive failure 

is achieved through a combination of a number of 

decision trees: 

𝑌 =
1

𝑁
∑

𝑁

𝑖=1

𝑇𝑖(𝑋)  

where Y is the predicted outcome of a schema drift, 

Ti(X) is the outcome of prediction of the ith 

decision tree, and N is the number of trees. 

Gradient Boosting enhances prediction by 

improvement, which is based on: 

𝐹𝑚(𝑋) = 𝐹𝑚 − 1(𝑋) + 𝛾ℎ𝑚(𝑋) 

In which Fm(X) is the revised prediction model, 

hm(X) is a weak learner and 81 is the learning rate. 

The dataset is categorized into training and testing 

part in the ratio of 80:20. The model performance, 

reliability and generalization performance through 

hyper parameter optimization using the Grid 

Search and cross-validation can be used to enhance 

resource use and prediction accuracy of schema 

drift. 
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Framework Evaluation and Measurement of 

Performance 

Performance metrics are used to assess the 

efficiency of the proposed schema drift 

management framework to assess multiple 

performance values, including accuracy, precision, 

recall, F1-score and ROC-AUC. Accuracy is used 

to determine the general accuracy of the schema 

drift prediction whereas precision and recall are 

used to determine how well the models can 

recognize dangerous changes in the contract. The 

F1-score is a balanced estimation of the precision 

and recall, especially when there are non-uniform 

distributions of drift and non-drifting instances. To 

evaluate the ability of the model to differentiate 

between risk items of various categories, ROC-

AUC is taken. 

Flow Diagram  

 

Fig. 6: Flow Diagram of the Research  

 

 

Pseudo Code  

 

Fig. 7: Pseudo Code 

Ethical Consideration 

The study deploys publicly available secondary 

data which do not reveal personal or confidential 

data. There is proper acknowledgement of data 

sources and responsible data management practices 

are useful in the analysis [29]. The analysis is 

transparent in preprocessing, model development 

and evaluation. Interpretation is done to machine 

learning estimations to eliminate bias choices so 

that a solid schema evolution management could be 

achieved. 

V. RESULTS AND DISCUSSION 

 

Fig. 8: Distribution of Levels of schema drift 

risk 

The dataset has been loaded into the Python 

platform using read() function. Here, the details of 

the dataset have been shown in the above figure.  
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Fig. 9: Data Overview and Statistic 

Characteristics 

The data set comprises of 10, 000 records and 12 

attributes. Each column has 10000 non-NULLs, 

and that indicates the presence of complete and 

perfect data there. Numerical analysis presents the 

average schema version of 4.47, change average of 

24.98, dependency average of 19.96 and a 

validation average of 74.52, which give appropriate 

properties to be utilized in machine learning 

analysis. 

 

 

Fig. 10: Data Quality assessment  

The quality assessment of data shows that zero 

missing values were found in all variables, which 

guarantees a solid model development and analysis. 

Also, duplicate detection reports 0 duplicate 

records which indicates that every microservice 

contract observation is a distinct schema evolution 

event. 

 

Fig. 11: Distribution of Schema Drift Risk 

Levels 

The risk distribution analysis demonstrates that 

there is a high variability in the categories of the 

schema drift. There are 10,000 microservice 

contracts, of which 6,098 are considered as High 

Risk, 2,950 as Medium Risk, and 952 as Low Risk. 

High-risk cases prevail which, combined with the 

frequent alterations of the contract and dependency, 

often cause compatibility issues as part of changing 

microservice environments. 

 

 

Fig. 12: The Effect of the Change Frequency of 

the Schema on Drift Risk 

Boxplot illustrates that boxplot frequency of 

schema change can have effects on the 

classification of the drift risk. The median change 

frequency of a High-risk contract is highly high of 

about 28 changes, as opposed to 22 changes of a 

Medium Risk contract and 16 changes of a Low 

Risk contract.  
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Fig. 13: Service Dependencies and schema drift 

The dependency complexity based on the different 

types of drift is analyzed by the violin plot. The 

dependency variation in high-risk contracts is 

higher; there is an average of about 39 linked 

services whereas in low-risk contracts dependency 

is usually lower.  

 

Fig. 14: Correlation Analysis of the factors of 

Schemas Drift 

The correlation heatmap is used to determine the 

relationships between input variables and schema 

drift risk. Failure_Count (-0.43) 

(Compatibility_Status -0.38) Version Difference (-

0.25) are the strongest influencing factors. The 

number of change and dependency show moderate 

relations (-0.15 each).  

 

Fig. 15: Effect of Compatibility Status on 

schema drift risk. 

The compatibility analysis measures the 

implications of contract compatibility on the 

severity of drift. The services with 3,680 High-risk, 

2,811 Medium-risk, and 952 Low-risk cases are 

compatible and there are 2,418 High-risk and 139 

Medium-risk cases incompatible services.  

 

Fig. 16: Classification Performance  

The overall accuracy of the Random Forest model 

is 91.4% and proves to have an effective ability to 

classify schema drift. The model has a weighted 

precision of 91.48, a recall of 91.4 and a F1-score 

of 91.31. Class-level findings show that there is a 

high level of recognition of Low-risk cases with 

high recall of 97% whereas the High-risk cases 

exhibit high recall of 86% cases. Gradient Boosting 

model is 90.65% accurate, weighted precision is 

90.82, recall is 90.65 and F1 score is 90.46. The 

model achieves recall of 97 and 86 in terms of 

predicting Low-risk contract and High-risk contract 

respectively.  

 

Fig. 17: Comparison of machine learning models 

on confusion matrices 

The confusion matrices are used to test the 

correctness of prediction of both ensemble models. 

Random Forest has 1,147 Low-risk, 153 Medium-

risk, and 528 High-risk contracts correctly 

classified whereas Gradient Boosting has 1,152 

Low-risk, 138 Medium-risk, and 523 High-risk 

contracts correctly classified. 
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Fig. 18: Importance of Features to predict the 

existence of schema drift 

Failure Count is the most important with about 27 

percent contribution followed by Compatibility 

Status (15 percent), Version difference (15 percent) 

then dependent count (9 percent). Other predictors 

of microservice contract drift are seen to be the 

highest, historical failures, compatibilities, and 

schema version alternations. 

Table 1: Performance Evaluation of Machine 

Learning Models 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Random 

Forest 

91.40 91.48 91.40 91.31 

Gradient 

Boosting 

90.65 90.82 90.65 90.46 

Table 2: Schema Drift Risk Distribution 

Drift Risk 

Category 

Number of 

Contracts 

Percentage 

(%) 

High Risk 6098 60.98 

Medium Risk 2950 29.50 

Low Risk 952 9.52 

Total 10000 100 

Results Interpretation  

The experimental findings indicate the existence of 

machine learning models that are useful to predict 

the risks of schema drift in contract currying within 

microservice contracts. Random Forest has the best 

results of 91.40 accuracy and 91.31 F1-score, a 

little better than Gradient Boosting. Android 

feature analysis determines number of failures, 

compatibility and version differences as significant 

indicators of drift. The results confirm the fact that 

predictive analytics has the ability to anticipate the 

risk of contract evolution and enhance the 

reliability of microservices, dealing with 

compatibility issues, and continually developing 

services. 

VI. RESEARCH LIMITATIONS AND FUTURE 

DIRECTIONS 

Limitation  

● The study employs a secondary set of data to 

simulate the situation of microservice contract 

evolution, as such, the results might not reflect the 

complexity, diversity and dynamic behavior of real 

industrial microservice contexts. 

● It only compares the Random Forest with Gradient 

Boosting model, whereas other more sophisticated 

algorithms like deep learning, reinforcement 

learning, and real-time streaming-based detectors 

are not delved into. 

Future direction  

This framework can be further refined using future 

research that will include real-time microservice 

monitoring data in industrial cloud environments to 

enhance potential applicability. State-of-the-art 

artificial intelligence methods, such as deep 

learning, graph neural networks, and reinforcement 

learning may be explored in dynamic schema drift 

forecasting [30]. Also, automated remediation, self-

healing contract management, and explainable AI 

strategies should be included in future studies to 

enhance transparency, flexibility, and 

trustworthiness of affected microservice 

ecosystems constantly changing. 

VII. CONCLUSION 

This study derives a robust design of schema drifts 

identification and management in changing 

microservice contracts through prediction methods 

of machine learning. The experimental outcomes 

show that ensemble learning models have a strong 

ability to detect the risks of schema drift, with the 

highest accuracy being 91.40% by using Random 
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Forest. The analysis indicates that the number of 

failures that occur, compatibility status, and version 

differences are some of the major factors that affect 

contract instability. Combining schema-monitoring, 

feature-analysis and predictive-modelling, the 

suggested framework improves the proactive 

evolution of a contract, as well as minimizes the 

risks of service reliability.  
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